CONTRACT SECURITY CLASSIFICATION SPECIFICATION

{The requirements of the Dol} Incustrial Securly Manus! apply
to all gspacts of this effur)

1. CLEARANCE AND SAFEGUARDING

a. FACIITY CLEARANCE REQUIRED
TOP SECRET

None

- LEVEL OF SAFEGUARDING REQUIRED

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complefe as applitable]

& PRIGE CONTRACT NUMBER

a. LRIGINAL (Complive date n o# cases)

Date (v ¥¥ FMADD)

B¢ | W91CRB-08-D-0027 Ol _ 20081014

0. SUBCONTRAUY NUMBER b.. HEVISED {Superseries -Revision Mo, Pate (YYYYMEDTY

’ . L S provious specs]

1t _ X 5 20001113
E} . SOLICITATION OR OTHER NUMBER Giie Dhater (Y'Y Y VML) ¢ FINAL {Complete itam § in aff Gases) Oate [ YYYYMIDD)
. 15 THIS A FOLLOW.ON CONTRACT? L1 | ¥ES. 1 04 TNO ¥ Yes compiete the foRowing
Classified matbns! teceived or generated under __ (Preceding Cortrac! Number}is transfarred 1o 4¥s foliow-on cofitract
5. 15 THIS A FINAL BE FORM 2547 | ﬁ PYES & b NI Vs compieie the following

In response 1o (he contaclors requast dated

... Tatention f ihe Wentified vlassifist material is authorized Tor ihe period-of

.

8. CONTRACTOR (Include Commercial and Government Entity { CAGE) Code)

& NABE, RDDRESS, AND ZIP CODE ) i b, CAGE CODE. .. COGNIZANT SECURITY OFFICE [Wame, Address, and Zip Coda) o
CACEWGH, INC., 520-5W BROAD 8TREET | 39275 Defense Security Service Northern Virginia Field Office
SOUTHERN PINES, NC 28387 14428 Albemarle Point Piage Suite 140 -Chantilly, VA
20151

7. SUBCONTRACTOR .

| B NAME, ADDRESS, AND ZIP CODE b, GAGE CODE ¢ COGNIZARNT SECURITY OFFICES { Mame, Adbass, and Zip Coce)
8 ACTUAL PEQFQRMANC?E _ . S—
a. LOCATION _ T b CAGE GODE: 6. COGNZANT SECURITY GFFIGE (Name - Adoress, and 1 Cooe) ]
CACIWGH ING., 520 8W BROAD STREET | 392F6 Defense Sgourity Service 283 independence Boulevard

SOUTHERN PINES, NC 28387

Pembroke 5, Suite 532 Virginia Beach, VA 23462

9, GENERAL IDENTIFICATION OF THIZ PROCUREMENT

‘Contractor support in specialized program ~ Operations, Combat Suppor, Integration of Counter 1ED- Technolggies

10 THIS CONTRACT Wit REQUIRE ACCESSTO: YES 1 NO _1'14. INPERFORIBING THIS CONTRACT, THE CONTRACTOR WiLi: YES: ! WO
‘A COMMUNICATIONS SECURITY (DORMSED B 1 L] | a.HAVE ALCESS TO CLASSIFILD INT ORMATION GNLY AT ANGTHER BT O
INFORMATION : -, CONTRACTOR'S FACILITY OR A GOVERNMENT ACTVITY : -
b, RESTRICTED DATA I B |.b RECEWE CLASSIFIED DOCUMENTS ONLY T &d
"z, CRITICAL NUCUEARWEAPUN DEGIGN INF ORMA TON [] | D8 | © RECLIVE AND GENERATE CLASSHILD MATERIAL - T =
d. FORMERLY RESTRICTED DATA o J FABRICATE, MOUTFY. OR STORE CLASSIFIED HARDWARE r] 7
& INTELLIGENGE [NF GRIMAT IO & PERFORM SERVICES GNLY _ BT
117 Sersite Compartmemea TeTaion (S01 B | L] | L HAVE ACGESS 10 US CLAGSIFIED INFORMATION LT GIOE FHE U5, PLERTO &1 L]
. RICC: 1.5 POSSESSIONS AND TRUST TERRITORES :
1% NanSET B [T 1 9. BE AUTAQRIZED TO USE THE SERVIGES GF DEFENSE | ECHNIGAL, T E
_ INEORMATION CENTER (BTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
{ SPECIAL ACCESS INFORMATION BT [ | REGUIRE ACOMSES ACCOUNT | 1]
G NATO INFORMATION B4 1 L] | PAVEATCMPEST REGUREMEN T8
5 FOREIGN GOVERNMENT INFORIATION B4 1 T[] 11 BAVE OPERATIONS SECOTITY (OPBEG) REQUIREMENTS SRR
I LIMITED DISSERANATION TNE CRMATION . "L 1T 1% BE AUTHORIZED 10 USE TR DEFENSE COURIER SERVICE T 5
| FOR OFFIGIAL 1UGE OHLY INF ORMATION o N R e — 1 e
k. OTHER Specdy) i1 )

DD Form 354, DEC 1999

Previous editions are obsolete



12. PUBLIC RELEASE. Any.information (classiied or unclassifet) pertiining (0 this conttact shall not be retieased for pubﬁc disseminalion exdep: ab prov&dad b the \ndusmal
Security Manual of urilss iUhasDeen approved for public releate by approprate U8, Government autinity, Proposed public rofase shal b gupimitied for “Approval prvr release

@ Crivtaet. Throisgh (Spash:
Release Through : _
Depariment of the Army, Joint IED Defeat Organization, 5000 Army Pentagon ~ Washington, BC 20310-1010. PUBLIC
RELEASE OF SCHIS NOT AUTHORIZED

fo i Disgctorste for Freedon of Information and Seourity Raview, OFice of the Ass:smnt Socretary of Dafense (Pubiic AfIrs) for review.
o the case of ron-Dol User Agerices. regiests Tor disciosyre shali be submitied to thal aigeney,

# need for cranges i s guidancs, Ui COITBcHr s aWNoNzed B encouraged 1o provide recommendhid shenges: ‘o chalenge the guidance or slassificaton absigried 16 any information o7 mmaterial
furnished or generatsd under fiis contraet, Bed 1o SUbME any questons for interpretation of ths guithnee to e official identified below, Pandng ling? decsion, the rformation velves shall b handied ang
protected 4t the Mgriest fevel of cassification assigned o recommended. (Fil in'as appropriate for the claasitiod effort. AREEH, O forward under Separsie somsspandence, any documentiyiidesidricts
referencad hersin, Add addifionsl pages as nevded i provide compiste guiance.

SEE SECTION 13 CONTINUATION SECTION AY THE BOTTOM OF THIS FORM

13, SECURITY GUIDANGE.  The security dassification guidsnce naedad for this effart ig entified bekew. i any @fficutly Is encounterdd in sppiying this guidance or #.ény othier.contibubing faiterindicates’ ¢,

g
14, ADDITIONAL SECURITY RE(IEREMENTS. Reguitements. n additon 10 1SM requiiremiants, e estabiished for s vaptraghs (F Yég, iendly e portinant Yes {:1 N
contfactual clavses i ihE confract dosuimant faell, \f provige ap sppropriate bwemm which-idgntifies e addiionsl raquirsments. Provide i Gopy B 1D Tequirements ]
to he cogrizant sec,unfy aifice.  ise jtom i3 FA0dbne space S neerid. )
SEE SCI ADDENDUM

REFERENCE BLOCK 10e(2); Access to Intelligénce Information (non-SCI)

The following guadelmes concerning control and dissemination of mtethgem.e information are based on DCID 6/6, 11 July 2001

a. Inzelligence information released under this contract remains the property of the US. Government and may be withdrawn upon
nutice.

b. The Contractor will maintain a record.of all classified intelligence material released to your custody.

Unclassified ingelligence-informat.

15, INSPECTIONS. Eements of s contiec! are oulside the nspection responsinility. of e cognizant seaunly office. (IF Yes, explain sad Kiently specific. areas & Vs o
elarmants carad put gag e scinly respensibie for inspections: Use ftem 13 if adititipnal spsce i$

SEE SCI ADDENDUM

18. CERTIFiCATJON AND SEGNM‘URE Security raqwnememx stated herghy are:complate and adequate Tor safeguarding the classilied information to be released or
generated ander this classified effort, All questions shall be referred to the official famea delow,

a. TYPED NAME GF CERTIFYING GFFICIAL b, TITLE <. TELEPHONE fincluck Ares Code)

o, ADDRESS (fhciue ZIF Cods] 7. REQUIRED DISTRIBUTION
+0803 Parkridge Blvd Reston
Virginia, DC 20181

. GSONTRACTOR
b, BUBGONTRACTOR

o GOUNANT SECURITY OHIFICE FOR PRIVE AND SUBSONTRACTOR

[ UB ACTIITY RESPONSIBLE FOR OVERSRAS.SECURITY ADMINSTRATHON

& ADMNIBTRATIVE

S

1, HHERS AS NECESSARY




& ARG Tof CENges M IS GLIGENCE, e CONRECLIN 15 SUNTIZE. w1 BNCOUNAGE 10 rOVGE FeCIHIMEntl Changis: 10 URBIBNge ne gﬂ.mm Lt CIRSSTICERIGN Aesignea W A0 eormaton OF mateds
fumished or ganersted under this corgract angto Subm ary guestens for intenpretation of this guitance to the offitial identified belew, Peidng tnal dacision, 1he information involved ghaai m handiad and
protected gt Ihe Mighast fevel of classification assigned of rmoomvrended. (Rl in 2 appropnate for the chassiiod offor. Atach, Of forward under separate co nderes, ARy dop It

referenced harar  AQ sddlionad pages &y nesded (Q privide Complete gindence.

Reference Block 10a: Accountable COMSEC information/materials will be processed 1AW DOD 5220, 22-5 COMS&C
Supplement. Additional Security Guidelines for COMSEC, Appendix G.

Reference Block 10e: Access o 8¢ and Non-SCI intelligence Information s restricied to government activity or facilities as
direcied by the COR (see 8CI Addendum for additional information)

Reference Block 10f Accessto Alternate or Compensatory Control Measure (ACCM) and Focal Point (FP) programs
protected information is autherized in performance of this contraci.

Reference Block 10g: A written acknowledgement of the individual's receipt of the NATO Secret briefing and responsibilities
for safaguarding: NATO classified information shali be maintained. All NATO materfal will be maintained at govermnment
faciities.

Reference Block 10k Personnel wil have access to forgign government information at government focations only-as directed
as diredted by the COR.

Reference Block 10 “FOR OFFICIAL USE ONLY” and "Controlled Unciassified information” marking is assigned to
information at the time of its creation in 2 DOD User Agency. itis not authorized as a substitute for a security classification
marking but it is used on official Government Information that may be withReld from the public under exemptions 2 through 9
of the Freedom of information Act.

Reference Block 11a: Subconiract performance is restricted to government activity or facilities as directed by the COR.
Governmant activity will provide security classification guidance for performance of this contract,

Reference Biock 11, Personne! will have access to U.S. classified information cutside the U.S., Puerio Rice at government
locations only as directed as directed by the COR.

Reference 8lock 1) OPSEC requiremients will follow the current AR 530-1 (Operations Security)

This DD254 has been approved by the Secudty Manager prior 1o submission in ACAVS.

(b) (6)




CONTINUATION OF ITEM 13



US ARMY SCLADDENDUM TO DD FORM 254, 31 Mav 2005

XXX (1) This contract requires aceess to Sensitive Compartmented Information (SCI). The Commander, US
Asrmy Intelligence and Security Command (INSCOM), acting on behalf of the DA Deputy Chief of Staff (DCS),
G2 as the Cognivant Security Authority (CSA) for the US Army, has exclusive security responsibility for all
SCI released to the contractor or developed under the contract and held within the Contractor's SCI Facility
(SCIFYor Co-utilization Agreement (CUUA) SCIF.  The Defense Intelligence Agency (DIA} has security
inspection responsibility for 8CI and the Defense Security Service (DSS) retains responsibility for all collateral
information released or developed under the contract and held within the DoD Contractor's SCIF. The manuals,
regulations and directives checked below provide the necessary guidance for physical, personnel, and
information security for safeguarding SCI, and are part of the security ¢lassification specification for this
contract;
KXXDoD 5105:21-M-1, 8CT Security Manual, Administrative Security
XXXSignals Intelligence Sccurity Regulations (SISR) (Available from the CM)
XXXImagery Polivy Series (Available from the €M)

DCID 6/3, Protecting Sensitive Compartmented Information within Information Systems

DCID 6/9, Physical Security Standards for Sensitive Compartmented Information Facilities

AR 252, Information AsSurance.
XXX AR 380-28, DA Special Security System

AR 380-381, Special Access Programs (SAPS).
XXX Army Handbook for SCI Contracts.
XXX Other

XXX (2) Contract estimated completion date: 20130403 (NOTE: Section “F” of the contract normally
provides the Period of Performance. Option years are not to be included, as an option is not valid until
exercised by the government.)

XXX (3) The name, telephone number, email address and mailing address of the Contract Monitor (CM) for
e SC1 partion of this contract is: (TTTRCIC T <. C:.- <<
STREET ARLINGTON, VA (Additionally, identify the Security POC & phone number and email address at
the contractor's/subcontractor’s location): The Contract
Monitor and the contractor security must be registered i the Army Contractor Automated Verification System
(ACAVS) in order to process SCI actions)

XXX (4) AILDD Forms 254 prepared for subcontracts involving access to SCI under this confract must be
forwarded to the CM for approval and then 1o HQ INSCOM, ACofS Security, G2, Contractor Support: Element
{CSE) forreview and concurrence priorto award of the sabcontract. '

XXX (5) The contractor will submit the request for SCI visit certifications through the CM for approval of the
visit. The certdfication request wiust arrive 8t the Contractor Support Element at least ten (10) working days
prior to the visit.

XXX (6) The contractor will not reproduce any SCI related material without prior written permission of the
CM.



XAX AT Security Classification Guides or extracts are-attached or will be provided under separate cover.

.(8) Electronic processing of SCI requires accteditation of the equipment in accordance with DCID 6/3,
and AR 23-2 (Note: Check only if ftem 111 indicates that a requirement exists for SCI IS processing.)

{9) This contract requires a contractor SCIF.
XXX (10) This contract requires DX (81 B (TR B4 (G) B (HCS) (Add others as required)

XRX (11) The contractor will perform SCI work under this condract at the following locations: Arlington, VA
- CONUS and QCONUS locations as required by the Government,





