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1 2 PUBL;C RELEASE Any information {classified of unciassified) pertaining to this contract shall not be released-for public. dissemination except as provided
by the National industrial Secudty Program Operating Manual of unless it has been approved for public-release by appropriate U.S. Government authority. Proposed public
releases shall be submitted for approvat prior 1o release.

i THIRECT  ix] THROUGH {Specify)

Department of the Army, Joint IED Defeat Organization, 5000 Army Pentagon — Washington, DC 203 10-1016.

‘to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public. Affairs)* for review,
*Iri the case of non-Bol User Agencles, requests for disclosure shall be submitted to that agency.

3 3 S EC U RITY G U I DA N C E a The secumy cinssification guidunge needed for this classified effort is identidied below. If any difficutty is encuumeved in applying this guidance of if any other contributing
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unde: This wontract; end To stbmit any questions for intaspretation ot this guidarce to (hp oﬁimal identified be!ow Pending fmai deo:&:ncrl the information involved shall be.hundled and pmtecmd At the highest.iavel of classitication-sssigned or
recammended. (Faf in as sppropriate forthe classified effort. ANath, or Tarward unttersep Coresp By ‘Guidessextracis 1 d herein. Add ionsl pages as.nesded Yo provide complete guidence.)

REFERENCE BLOCK 10a: Accountable COMSEC information/ materials will be processed IAW DOD 5220.022-S COMSEC
Bupplement, Additional Security Guidelines for COMSEC, Appendix G. REFERENCE BLOCK 10e(1): Intelligence

|- Materials Access Required, Appendix H, U.S. Army S1 Addendum to DD254, Appendix I, $CI Contract Required Checklist,
Appendix K, SCI classified information will be protected IAW NISPQM, Chapter 5 and the NISPOM Supplement.
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Block 13 {continued)

REFERENCE BLOCK 10e(2); Accessto Intelligence Information (non-SCI)

The following guidelines concerning control and dissemination of inteiligence information are based
on DCID 6/6, 11 July 2001

a. Intelligence information released under this contract or Request for Proposal (REP) remains the
property of the U.5. Government and may be withdrawn upon notice.

b. The contractor will maintain a record of all elassified intelligence material released to your custody.
Unclassified intelligence information will be treated as For Official Use Only (FOUO).

c. All reproductions of intelligence material will be classified, marked and controlled in- the sathe
marner as originail(s).

d. Prior to granting an employee access to intelligence materials, employees will be briefed on their
obligation to comply with these procedutes and will be debriefed when access to the material is
terminated. A permanent list of all employees having had access to the intelligence materials during this

contract will be maintained by the company and will be available for DS inspection.

e. You will not release intelligence material to any activity, empioyee or other person not
directly
engaged in providing services under this contract unless specific written authorization for such release is
received from the Government Contacting Activity (GCA). This prohibition precludes release without
authority to another contractor, Government agency, private individual, or organization unless a
contractual relationship exists in support-of this contract.

f. The intelligerice materials will not be released to foreign natlons. non-U.8. ¢itizéns or U.S. citizens
representing foreign entities except with specific written authorizatlon from the GCA and USASMDC
Foreign Disclosure Officer (FDO).

REFERENCE BLOCK 10j: Safeguarding *“FOR OFFICIAL USE ONLY” (FOUOQ) information. -

a. Contractors may disseminate “For Official Use Only” information to their employees and
subc¢ontractors who have a need for the information in connection with this contract.

b. Removal of the “For Official Use Only” marking ¢an only be accomplished by the GCA. Request
for public release of “For Official Use Only” shall be accomplished in accordance with item 12 of the
DD Form 254-E.

e. “For Official Use Only” information shall be stored in locked receptacles such as file cabinets,
desks, or bookcases. When such internal security control is not exercised, locked buildings or rooms will
provide adequate after-hours protection. During working hours, the information shall be placed in an out-
of-sight location if the work aréa is accessible to persons who do not have a need for the information.

d. “For Official Use Only” information may be sent via first-class mail or parcel post. Bulky
shipments may be sent by fourth-class mail. Facsimile communications marked FOUQ may be
transmitted by non-secure terminals with the FOUO marking intact between U.S. Department of Defense,
and other U.S. Government agencies, and 1.S. Government support contractors for official purposes.

e. When no longer néeded, FOUQ information may be disposed of by tearing each copy into pieces to
preclude reconstructing, and placing it in a-regular trash container.



Page 4 of 4

f. Unauthorized disclosure of “For Official Use Only™ information does not constitute a security _

violation, but the GCA shall be informed of any unauthorized disclosure. The unauthorized disclosure of
FOUQO information protected by the Privacy Act may result in criminal sanctions.

REFERENCE BLOCK 1lc: Receive and Generate Classified Material.

In the event that a security classification guide is superseded or replaced, it is the responsibility of the
Contract Monitor to provide such guides to the contractor.

The marking to identify derivative source on classified documents generated shall cite the appropriate
Security Classification Guide, or otherwise shall citc the applicable derivative source material when
classification is derived from source(s) other than the above security classification guides. All SGCHI‘]T}
markings shall be appropriately applied to comply with the NISPOM.

REFERENCE BLOCK 11f: Access to U.S. Classified Information Outside the U.S., Puerto Rico, U.S.
Possessions and Trust Territories.

This contract may require your company to have access to ¢lassified information in an overseas area.
The specific overseas area(s) will be provided by the Contract Monitor or the Contracting Officer.
Classified information or materials will remain under the direct control of the U.S. government while in
an overseas area unless prior approval is granted by this command. Release of classified information o a
foreign entity will be accomplished in accordance with Chapter 10, NISPOM.

REFERENC_E BLOCK 11j; Have OPSEC Requirements.

This contract requires the application of Operations Security (OPSEC) in accordance with either the
specific instructions of the Contracting Officer/Contract Technical Monitor and Army Regulation 530-1,
Operations Security.

Note: Contractor is responsible for ensuring personnel have appropriate/required ¢l ngblhiy for SCI prior
to-deployment.





