DEPARTMENT OF DEFENSE 4. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLABSIFICATION SPECIHFICATION a. FACILITY CLEARANCE REGUIRED
Top Secrat
{The requiremants of the DoD Indusirial Security Manual apniy B LEVEL OF SAFEGUARDING REQUIRED
to &l aspects of this efford) HNONE

2. THIS SPECIFICATION 18 FOR: (X and complate as applicabls) 3. THIS SPECIFICATION 18: (X and complete as applicable)

. PRIME CONTRACT NURBER i 3 ORIGINAL [Compiete date i all cases) Dake (Y YY YR
B WOTCRB-08-D-0025 By 20080417

b SUBCONTRACT NUMBER b, REVIBED (Supersedes Revision No. Date Y YYYMMOD)

alf previis Specs)
L X 5 20090311
[:3 c. SOLICITATION OR OTHER NUMBER Due Date (¥YYYMMDD;) ¢ FINAL (Complele ftem 5 in afl cases) Date (7YY YMAL)
4. 18 THIS A FOLLOW.ON CONTRACT? 1L JVEE T B TRO. I Yes complate the folioving
Classified material received or generated under {Fraceding Confract Numbert is transferred 1o this follow-on contract
5. 15 THIS A FINAL DD FORM 2547 T I YES | B0 | NO. I Yes complete the folloming
i response 10 the contracior's reguest dated | relention of the identified classified material is authorized for the period of .
AT

6. CONTRACTOR {Include Commercial and Government Entity { CAGE) Code}
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ©. COGNZANT SECURITY OFFICE (Name, Address, and Zip Code)
BAE Systems Technology Solutions & Services 99789 Defense Security Service
1601 Research Road 938 Elkridge Landing Road
Rockville, MD 20850-3173 Suite 310

Linthicum, MD 21090

7. SUBCONTRACTOR

3. NAME, ADDRESS, AND 2P CODE b CAGE GODE ©. COGNIZANT SECURITY OFFICES [ Name, Adoress, and Zip Codsl

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE o GOGNIZANT SECURITY OFFICE (Neme, Addrass, and Zip Code)
Various Loeations CONUS and QCONUS

g, GENERALIQSN‘IIHCAT!{]N OF THIS PROCUREMENT
Contractor support in speciglized programs ~ Operations, Combat Support, Infegration of Counter IED Technologies

10. THIS CONTRACT WILL REQUIRE ACCESS TOQ: YES NG | 11, IN PERFORMING THIS CONTRAGT, THE CONTRACTOR WILL, YES NO
a. COMMUNICATIONS SECURITY (COMBEC) 5 L] | & HAVEACCESS TO CLASSIFIED INFORMATION ONLY AT ANDTHER BG |
INFORMATION CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
7 RESTRICTED DATA ] B 1 b RECENE CLASSIFIED DOTUMENTS ONLY ]
o CRITICAL NUCLEAR WEAPON DESIGN INFORMATION '] BX] | ¢ RECENVE AND GENERATE GLASSIFIED MATERIAL 1
o FORMERLY RESTRICTED DATA ! B4 | & FABRICATE. MODIFY, GR BTORE CLASSIFIED HARDWARE i )
& INTELLIGENCE INFORMATION, ST e PERFORM SERVILES ONLY B i1
1) Sensitive Compartinented dnformation (SCH [ 1 11 HAvE ACCESS TO LS, CLASSIFIED INFORMATION OUTSIDE THE U.S, PUERTO ] ]
RICO, U.S. POSSESSIONS AND TRUST TERRITORIES i
{2} Nor-5Cl 0 {1 1 BEAUTHORIZED TO USF THE SERVICES OF DEFENSE TECGHNIGAL W]
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
{ BPECIAL ACCESS INFORMATION B T[] | REQUIRE A COMSEC ACCOUNT [ | I
g. NATOD INFORMATION ] B 1 BAVE A TEMPEST REQUIREMENT E] &
b FOREIGN GOVERNMENT INFORMATION {7 1} HAVE OPERATIONS SECURITY (OPSEG) REQUIREMENTS & [
i LIMITED DISSEMINATHON INFORMATION ] [ | ® BEAUTHORIZED TO USE THE DEFENSE COURIER SERVIGE ] 4]
} FOR QFFICIAL USE ONLY INFORMATION & ] L OTHER (Speciy;. I3 [
k. GTHER Spaciy) i

DD Form 254, DEC 1999 Previous editions are obsolete



12, PUBLIC RELEASE. Any information (classified o unclassified) pertaining Lo this contract shali not be released for public dissemination except as provided by tha industiial
Secority Marwal or unless i has been approved for public release by appropriate U5, Soverrimen] authority. Propused public release shall be submitied for approval prior to refease

Department of the Army, Joint IED Defeat Organization, 5000 Army Pentagon ~ Washington, DC 20310-1010

to the: Birectorate for Freedom of tnformation and Security Raview, Office of the Assistant Secretary of Defarise (Pubiic Affairs]* far review,

*In [he case of non-Dofl) User Agencies, requests for disciosure shall be submitted o that agency, )

3. SECURITY GUIDAMCE. Tha securily classitication guidance needed for this effort is idemtified below. 1f any difficully is encountered in applying this guidance of iIf any other contributing factor indicates
anged for thanges in this guidance, the contracior is aathorized and encouraged o provide recommended changes. o chatlenge the guidance or clagsification assigned o eny infarmation or material
furnished or generated wunder this coniract; and to submit any questions fur interpretation of this guidance to the official ientified below, Pending final decision, the infarmation invoived shall ba handiad ared
protected at the highest lovel of classificmtion assigned or recommendsd. (FIF in 45 sporoptiaie for the olassified effor. Aftach, or forward under separale comsspondence, any document/guidesiexiracis
sefaranned herein. Add additiona! pages as neaded 1 provicks complste guidanue;

REFERENCE BLOCK 10a: Accountable COMSEC information/materials will be processed JAW DOD 5220.022-5 COMSEC Supplement.
Additional Security Guidelings for COMSEGC, Appendix &

REFERENCE BLOCK 10e(1): Intelligence materials access required. Appendix H, U.8. Army 81 Addendum to DD254, Appendix |, SCI
Contradt Reguirement Chacklist, Appendix ¥, SCI classified information will be protected W NISPOM, Chapter 5 and the NISPOM

Supplement.

No

El

confractual olauses in e contract documsnl el or provids an approprisle stafement which idantifies the addfions! reguirements. Provide a copy of he requirements
iy thes cognizant secorlly office.  Use ftem 13 if aggidional space is nepdad.}

SEE ATTACHED SECURITY ADDENDUM

14, ADIITIONAL SECURITY REQUIREMENTS. Requirements, in addition io 15M requiramente, zre estabiished for this conleact, 1If Yas, identify the pertinert ’ g Yes

145, INSPECTIONS, Etermsrts of this confract are outside the inspsclion resporsibiity of the cognizant security office. (IF e, axplain and identify specific areas of Yes @ Mo
slomants carved ouf and the activily responsibile for inspeclions. Use Hem 13 T sdufional space is needed.

16. CERTIFICATION AND SIGNATURE. Security requirements stated bergin are complete and adeguate for safeguarding the classified information to be releasecd or
uenerated under this classified effort. All guestions shali ba referred to the official named below.

et undertis ‘ (b) (6)

d. ADORESS {inchde 282 Codel 17. REQLHRED DISTRIBUTION

Joint 1ED Defeat Grganization (JEDDO)
2521 So Clark Sireet
Arlington, VA 22132

a. CONTRACTOR
b EUBGONTRAGTOR

€. COGNIZANT SECURITY OFFICE FOR PRIVME AND SUBCONTRACTOR

2. SHENATURE

(b) (6)

. U.E ACTRATY RESPOMNSIBLE FOR OVERSEAS SECURITY ADKINISTRATICN

0, AUMINSTRATIVE CONTRAGTING QFFIIER

= &]z}}m]ﬂ[@

i OTHERS AS NECESSARY

DD Form 254 (BACK), DEC 1999



SCTHAddendurs to DD FORM 254 For BAE Svstems ~ Federal: Delivery Order: WO lICRRB-08-D-0025

AXX (1) This contract requires access to Sensitive Compartmented Information (8C1). The Commander, US Army
Intelligence and Securily Command (INSCOMY}, acting on behalf of the DA Deputy Chief of Staff (DCS)., G-2 as the
Cogrizant Security Authority (CSA) for the US Army, has exclusive security responsibility for all SCI released (o the
contractor or developed under the contract and held within the Contractor's SCI Facility (SCIF) or Co-utilization
Agreement (CUA) SCIF. The Defense Intelligence Agency (DEA) has security mspection responsibiiity for SCHand the
Defense Security Service (DDS8) retains responsibility for all collatera! information released or developed under the
contract and held with the DoD Contractor's SCIF. The manuals, regulations and directives checked below provide the
necessary guidance for physical, personnel, and information security for safeguarding SCI, and are part of the security
classification specification for this contract:
XXX DoD 51052 1-M-1, SCI Security Manual, Administrative Security
XXX Signals Intelligence Security Regulations (SISR) {Available frony the CM)
XXX Tmagery Policy Series {Available from the CM)
_ DCID 673, Protecting Sensitive Compartmented Information within Information Systems
. BCID 6/9, Physical Security Standards for Sensitive Compartmented Information Facilities
. DAM 50-4, Dob) Intelligence Information System.
AR 252 Wnformation Assurance
XXX AR 380-28, DA Special Security System
AR 380-381, Special Access Programs (SAPS).
XXX Army Handbook for SCI Contracts.

__ Uther

HAXX (2) Contract estimated completion date: 03 April 2009 (with Options)

XXX (3) The name, telephone number, email address and mailing address of the HEDDO Contract Monitor (CM)
for the SCI portion of this contract is:

(b) (6) 25321 So Clark Street - Arlington, VA 221352

Coptractor Fagiity Secuniy Manager
1601 Research Road, Rockville, MD 20830

XX () AL DD Forms 254 prepared for subcontracts involving access to SCI under this contract must be forwarded
to the CM for approval and then to HQ INSCOM, ACofS Security, G2, Contractor Support Element (CSE) for review
andd concurrence prior to award of the subcontract,

KXHXK (3) The Contractor will submit the request for SCI visit certifications through the CM for approvat of the visit.
The certification request must arrive at the Contractor Support Element at least ten (10) working days prior to the visit,
Visit certification requests will be processed through ACA V.

XXX (6) The Contractor will not reproduce any SCI related material without prior written permission of the CM.

{7y Security Classification Guides or extracts are attached or will be provided under separate cover.

. {8) Electronic processing of ST requires acereditation of the equipment in accordance with DCID 6/3, DIAM
50-4, and AR 25-2 (Note: Check only if item 111 indicates that a requirement exists for SCI AIS processing.)

{9y This contract requires a contractor SCIF.



AXX (10) This contract requires X SIL; X TKL; X GL: X HCS (Add others as required.)

XXX (11) The Contractor will perform SCI work under this contract at the following locations:
Arlington, VA - CONUS and OCONUS locations as required by the Government.

REFERENCE BLOCK 10e(2); Access to Intelligence Information (non-5CIH

The following guidelines concerning control and dissemination of intelligence information are based on DCID 6/6, 11

July 2061:

o

Intelligence information released under this contract remains the property of the U.S. Government and may
be withdrawn upon notice.

The Contractor will maintain a record of ail classified intelligence material released to vour custody.
Unclassified intelligence information wiil be treated as For Gfficial Use Only (FOUQ).

All reproductions of intelligence material will be classified, marked, and controlied in the same manner as
original( s},

Prior to granting an employee access to intelligence materials, employees will be briefed on their obligation
to comply with these procedures and will be debriefed when access to the material is terminated. A
permanent list of all employees having had access to the intelligence materials during this contract wili be
maintained by the company and will be available for DSS inspection.

The Contractor will not release intelligence material to any activity, employee, or other person not directly
engaged tn providing services under this contract unless specific written authorization for such release is
received from the Government Contracting Activity (GCA). This prohibition precludes release without
authority to another contractor, Government agency, private individual, or organization unless a contractoal
relationship exists in support of this contract. Specific written authorization for such release will be
received from the US Army Research Development and Engineering Command Acquisition Center-
AMSRD-ACC-CC - Katie Monks, Ph: 410-278-0773.

The mtelligence materials will not be released to foreign nations, non-U.S. citizens or U.S. citizens
representing foreign entities except with specific written authorization from the GCA and USASMDC
Forelgn Disclosure Officer (FDOG).

Intelligence materials released to yvou will be destroyed upon contract completion unless the GCA requests
the return of the materials; however, returned intelligence information will be sent fo the attention of the
contract technical monitor, address identified in Section ¥ of the contract. In the event the confraci is
extended or a new similar contract requiring the released data is initiated, it is the responsibility of the
contract monitor to effect an extension or document transfer with the GCA.

REFERENCE BLOCK 101 For Official Use Only (FOUO) Information.

i.

Contractors may disseminate "For Official Use Only" information to their employees and subcontractors
who have a need for the information in connection with this contract.

Removal of the "For Official Use Only" marking can only be accomplished by the GCA. Request for
public release of "For Official Use Only"™ shall be accomplished in accordance with Hem 12 of the DD
Form 254-E.



¢.  "For Official Use Only” information shall be stored in locked receptacies such as file cabinets, desk, or
bookeases. When such internal securily control is not exercised, locked buildings or rooms will provide
adeguate after-hours protection. During working hours, the information shalf be placed in an out-ofisjght
location if the work area is accessible to persons who do not have a need for the information.

d. "For Official Use Only" information may be sent via first-class mail or parce! post. Bulky shipments may
be sent by fourth-class mail. Facsimile communications marked FOUO may be transmitted by non-secure
terminals with the FOUO marking intact between USRS, Department of Defense, and other U5
Government agencies, and U.S. Government support confractors of official purposes.

2. When no longer needed, FOUQO information may be disposed of by tearing each copy into picces to
preclude reconstructing. and placing it in a regular trash container,

f. Unauthorized disclosure of "For Official Use Only" information does not constitute a security vielation,
but the GCA shall be informed of any authorized disclosure. The unauthorized disclosure of FOUO

information protected by the Privacy Act may result in eriminal sanctions,

REFERENCE BLOCK 1le: Receive and Generate Classified Material,

In the event that a security classification guide is superseded or replaced, it is the responsibility ofthe Contract
Momnitor to provide such guides to the Contractor.

The marking to identify derivative source on classified documents generated shall cite the appropriate Security
Classification Guide, or otherwise shall cite the applicable derivative source material when classification is derived
from source(s) other than the above security classification guides. AN security markings shall be appropriately applied
to comply with the NISPOM.

REFERENCE BLOCK 11 1 Access to 1.8, Classified Information Quiside the LS., Puerto Rico, U.S. Possessions
and Trust Territories.

This contract may reguire your company 10 have access to classified information in an overseas area. The specific
oversea area(s) will be provided by the Contract Monitor or the Contracting Officer. Classified information or materials
will remain under the divect control of the U.S. government while in an overseas area unless prior approval is granted
by this command. Release of classified information to a foreign entity will be accomplished in accordance with
Chapter 10, NISPOM,

REFERENCE BLOCK 115 Have OPSEC Requirements.

This contract requires the application of Operations Security (OPSEC) in accordance with either the specific
mstructions of the Contracting Officer/Contract Technical Monitor and Army Reguiation 530-1, Operations Security.

REFERENCE BLOCK 1115

a. Use Of Non-ULS. Citizens;

(1) Prior approval to use non-U.S. citizens on this contract must be obfained from the USASMDC Contracting Officer
{COY and LSASMDC Foreign Disclosure Officer (FDOY), Howaever, if approval is granted, LS.
Export Laws still apply and the Confractor must obiain required export licenses, When
reguesting non-LLS. citizen access to the contract include the individual's full name, date and
place of birth, social security account number and official status within the U.S

{2) The Contractor is not authorized {o release any data fo foreign nationals or foreign representatives without an



{3} Sub-contracting with foreign industry is not allowed unless approved by the USASMBDC CO and the USASMDC
FDO. Foreign sub-contractors must agree that only citizens of their country or US. will be
aflowed to perform on the contract. The U.S. Contractor is responsible for obtaining export
ficenses and providing the license number to the USASMDC CO and the USASMDC FDD.

{4} The Contractor is not authorized to release information, orally, visually, or documentary to anvone nof associated
with this contract.

h. Bequirement for TEMPEST Analysis. N/ A

¢.  All questions regarding security requirements indicated herein will be referred to the Contract Technical
Monitor, if one is designated in Section H of the contract, or the Contracting Officer.





