DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

{The requirements of the Dol Indusirial Security Manual apply
fo all aspects of this efforl)

1. CLEARANCE AND SAFEGUARDING

Top Secret

a. FACILITY GLEARANGE REQUIRED

Secret

b. LEVEL OF SAFEQUARDING REQUIRED

2. THIS SPECIFECATION IS FOR: {X and complete as applicable)

3. THIS SPECIFICATION 15: (X and complete as applicable)

a. PRIME CONTRACT NUMBER

a. ORIGINAL (Complete date in ol cases)

Date (v YVIAIOD)

] | WOICRB-08-D-0024 ] 20080417
b, SUBCONTRACT NMUMBER b REVISED (Supersed&s Revision Na. Date {YYYYUMMOD)
alf previous specs)
4] 1 20080520

c. SOLICITATION OR OTHER NUMBER

L]
]

Due Dele {YYYYMMIIO) c. FINAL (Complete ttemn & in ail cases)

[

Thate 1YY YYMMDL)

4. 15 THIS A FOLLOW-ON CONTRACT? 10

{YES | BG { NO.H Yes complele the foilowing

Classified material received or generated under

(Preceding Contract Number) is fransfered to this follow-on contract

5. 18 THIS A FINAL DD FORM 2547 1)

el
{YES | & | NO. i Yes complete the following

in response (o the contractor's request dated

, retention of the identified classified material is authorized for the period of

6. CONTRACTOR fincitrde Comunercial and Gevernment Entity { CAGE}] Code)

h. CAGE CODE

2. NAME, ADDRESS, AND ZIP CCDE

e. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Cado}

o COGMZANT SECURITY OFFICES { Mams, Address, and Zip Code)

Lockheed Martin Integrated Systems, inc., G7LK3 Defense Investigative Service - Industrial Security Field
6021 University Boulevard Office

Suite 130 938 Elkridge Landing Road - Suite 310

Elficott City, MD 21043 Linthicum, MD 21080

7. SUBCONTRACTOR : |
a NAME, ADUIRESS, AND ZIP CODE b CAGE CODE

B. ACTUAL PERFORMANCE

a LOCATION
Various Locations CONUS and OCONUS

b CAGE CODLE

= COGNZANT SEGURITY OFFICE (Name, AGarass, and Zif Gode)

8. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Confractor support in specialized programs - Operations, Combat Support, Integration of Counter |ED Technologies.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NQ | 11. BN PERFORMING THIS CONTRAGCT, THE CONTRACTOR WILL: YES | NO
a. COMMUNICATIONS SECIRITY [COMSEC) 54 [ 18 HAVE ACCESS TO CLASSIFIED INFORMATIGN ONLY AT ANOTHER & O
INEORMATION CONTRACTOR'S FACRLITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA ] BT b RECEWVE CLAGSIFIED DOCUMENTS ONLY 3 =
¢ ORMICAL NUCLEAR WEAPON DESIGN INFORMATION | ¢ RECEIVE AND GENFRATE CLASSIFED MAT ERIAL T 2
4 FORMERLY RESTRIGTED DATA; Cl B | ¢ FAGRICATE, IODIFY. OR STORE CLABSIFIED RARDVARE ] 5
&, TNTCLLIGENCE INFORMATION: T T g BERFORM SERVICES ONLY ] i
[%) Bensitive Compartmentad Information {SCH [T 1T HAVE ACCESS TO U & CLASSIFIED INFORMATION OIFTSICE THE US. PUERTG £l O
RICT, U §. POSSESSIONS AND TRUST TERRITORIES
72) Non-SG1 = [ & Bt AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNIGAL ]
- [NFORMATION CENTER (DTIC) OR OTHER S$ECONDARY DISTRIBUTION CENTER
7. SFECIAL ACCESS INFORMATION % ] | & REQUIRE A COMSET ACCOUNT ™ 5
3. NATD INFORMATION {1 | [ |1 DAVEATEMPEST REQUIREMENT T il
. FOREIGN GOVERNMENT INFORMATON e [ 4 1 AAVE OPERATIGNS SECURITY (OFSEC) REOUIREMENTS = B
i, LIMITED DISSEMINATION INFORMATION b [C] |« BE AUTIORIZED TO USF THE DEFENSE COURIER SERVIGE T ]
| FOR OF FICIAL USE GRLY INFORMATION ] C1 T orHER Seeiy. [ ]
k. OTHER Specify] ] [

DI Form 254, DPEC 1999

Previous editioms are obsolete
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SCT Addendum te BD FORM 254 For Lockheed Martin Contract WIICRB-G8-D-0024

XXX (1) This contract requires access to Sensitive Compartmented Information {(SCI). The Commander, US
Army Intelligence and Security Command (INSCOM), acting on behalf of the DA Deputy Chief of Staff (DCS),
(3-2 as the Cognizant Security Auothority (CSA) for the US Army, has exclusive securify responsibility for alt
SCI released to the contractor or developed under the contract and held within the Contractor’s SCI Facility
(SCIF) or Co-utilization Agreement (CUA) SCIF. The Defense Intelligence Agency (DIA) has security
inspection responsibility for SCI and the Defense Security Service (DSS) retains responsibility for all collateral
information released or developed under the contract and held with the DoD Contractor’s SCIF. The manuals,
regulations and directives checked below provide the necessary guidance for physical, personnel, and
information security for safeguarding SCI, and are part of the security classification specification for this
contract:
XXX DoD 5105.21-M-1, SCI Security Manual, Administrative Security
XXX Signals Intelligence Security Regulations (SISR) (Available {rom the CM)
_Imagery Policy Series (Available from the CM)
DCID 6/3, Protecting Sensitive Compartmented Information within Information Systems
DCID 6/9, Physical Security Standards for Sensitive Compartmented Information Facilities
DIAM 50¢-4, DoD Intelligence Information System.
AR 25-2, Information Assurance
XXX AR 380-28, DA Special Security System
AR 380-381, Special Access Programs (SAPS).
XXX Army Handbook for SCI Contracts.
~ Other

XXX(2) Contract estimated completion date: 03 April 2009 (with Options)

XXX(3) The name, telephone number, email address and mailing address of the JTEDDO Contract Monitor
(CM) for the SCI portion of this contract is:

(b) (6) — 3221 So Clark Street — Arlington, VA 22152

Contractor Facility Seecuritv Manager:

(b) (6) Lockheed Martin Corp.

6201 University Blvd., Suite 130
Ellicott City, MD 21043

(b) (6)

N/A (4) All DD Forms 254 prepared for subcontraets involving access to SCI under this contract must be
forwarded to the CM for approval and then to HQ INSCOM, ACofS Security, G2, Contractor Support Element
{CSE) for review and concurrence prior to award of the subcontract.

XXX (5) The Contractor will submit the request for SCI visit certifications through the CM for approval of the

visit. The certification request must arrive at the Contractor Support Element at least ten (10) working days prior

to the visit. Visit certification requests will be processed through ACAVS.



XXX (6) The Contractor will not reproduce any SCl related material without prior written permission of the

CM.

(7 Security Classification Guides or extracts are attached or will be provided under separate cover.

(8) Electronic processing of SCI requires accreditation of the equipment in accordance with DCID 6/3,
DIAM 50-4, and AR 25-2 (Note: Check only if item 111 indicates that a requirement exists for SCI AIS
processing. )

(9) This contract requires a contractor SCIE.

XXX (10) This contract requires _ (SI)_(TK} (G) (HCS) (Add others as required.}

XXX (11) The Contractor will perform SCI work under this contract at the following focations:
Arlington, VA — CONUS and OCONUS locations as required by the Government.

RETERENCE BLOCK 10¢(2); Access to Intelligence Information (non-SCI)

The following guidelines concerning control and dissemination of intelligence information are based on DCID
6/6, 11 July 2001:

a.

Intelligence information released under this contract remains the property of the U.S. Government
and may be withdrawn upon notice.

The Contractor will maintain a record of all classified intelligence material released to your custody.
Unclassified intelligence information will be treated as For Official Use Only (FOUO).

All reproductions of intelligence material will be classified, marked, and controlled in the same
manner as original(s).

Prior to graniing an employee access to intelligence materials, emplovees will be briefed on their
obligation to comply with these procedures and will be debricfed when acecess to the material is
terminated. A permanent list of all employees having had access to the intelligence materials during
this contract will be maintained by the company and will be available for DSS inspection.

The Contractor will not release intelligence material to any activity, employee, or other person not
directly engaged in providing services under this contract unless specific written authorization for
such release is received from the Government Coatracting Activity (GCA). This prohibition
precludes release without authority to another contractor, Government agency, private individual, or
organization unless a confractual relationship exists in support of this contract. Specific written
authorization for such release will be received from the US Army Research Development and
Engineering Command Acquisition Center — AMSRD-ACC-CC — Katie Monks, Ph: 410-278-0773.

The imtelligence materials will not be released to foreign nations, non-11.8. citizens or U.S. citizens
representing  foreign entities except with specific written authorization from the GCA and
USASMDC Foreign Disclosure Officer (FDO).



g. Intelligence materials released to you will be destroyed upon contract completion unless the GCA
reguests the retum of the materials; however, returned intelligence information will be sept to the
attention of the contract technical monitor, address identified in Section H of the contract. In the
event the contract is extended or a new similar contract requiring the released data is initiated, it is
the responsibility of the contract monitor to effect an extension or decument transfer with the GCA.

REFERENCE BLOCK 10j; For Official Use Only (FOUOQ) Information.

a. Contractors may disseminate “For Official Use Only” information to their employees and
subcontractors who have a need for the information in connection with this contract.

b.  Removal of the “For Official Use Only” marking can only be accomplished by the GCA. Request
for public release of “For Official Use Only” shall be accomplished in accordance with item 12 of
the DD Form 234-E.

¢. “For Official Use Only” information shall be stored in locked receptacles such as file cabinets,
desk, or bookcases. When such internal security control is not exercised, locked buildings or rooms
will provide adequate after-hours protection. During working hours, the information shall be placed
in an out-of-sight location if the work area is accessible to persons who do not have a need for the
information.

d. “For Official Use Only” information may be sent via first-class mail or parcel post. Bulky
shipments may be sent by fourth-class mail. Facsimile communications marked FOUO may be
transmitted by non-secure terminals with the FOUO marking intact between U.S.
Department of Defense, and other U.S. Government agencies, and U.S. Government support
contractors of official purposes.

e.  When no longer needed, FOUO information may be disposed of by tearing each copy into pieces to
preciude recenstructing, and placing it in a regular trash container.

£, Unauthorized disclosure of “For Official Use Only” information does not constitute a security
violation, but the GCA shall be informed of any authorized disclosure. The umauthorized disclosure

of FOUO information protected by the Privacy Act may result in criminal sanctions.

REFERENCE BLOCK 11¢: Receive and Generate Classified Material.

In the event that a security classification guide is superseded or replaced, it is the responsibility of the Contract
Monitor to provide such guides to the Contractor.

The marking to identify derivative source on classified documents generated shall cite the appropriate Security
Classification Guide, or otherwise shall cite the applicable derivative source material when classification is
derived from source(s} other than the above sccurity classification guides. All security markings shall be
appropriately applied to comply with the NISPOM.

REFERENCE BLOCK 111t Access to U.S. Classified Information Outside the U.S., Puerto Rico, U.S.
Possessions and Trust Territories.




This contract may require your company o have access to classified information in an overseas area. The
specific oversea area(s) will be provided by the Contract Monitor or the Contracting Officer. Classified
mformation or materials will remain under the direct control of the U.8. government while in an overseas area
unless prior approval is granted by this command. Release of classified information to a foreign entity will be
accomplished in accordance with Chapter 10, NISPOM.

REFERENCE BLOCK 11j; Bave OPSEC Requirements.

This contract requires the application of Operations Security (OPSEC) in accordance with either the specific
instructions of the Contracting Officer/Contract Technical Moenitor and Army Regulation 530-1, Operations
Security.

REFERENCE BLOCK 111,

a. LUse Of Non-U.5. Citizens:

(1) Prior approval to use non-U.S. citizens on this contract must be obtained from the USASMDC
Contracting Officer (CO) and USASMDC Foreign Disclosure Officer (FDQ). However, if
approval is granted, U.S. Expaort Laws still apply and the Contractor must obtain required export
licenses. When requesting non-U.S. citizen access to the contract include the individual’s full
name, date and place of birth, social sccurity account number and official status within the U.S..

(2} The Contractor is not authorized to release any data to foreign nationals or foreign
representatives without an approval export license,

(3) Sub-contracting with foreign mdustry is not aliowed unless approved by the USASMDC CO and
the USASMDC FDO. Foreign sub-contractors must agree that only citizens of their country or
U.S. will be allowed to perform on the contract. The U.S. Contractor is responsible for obtaining
export licenses and providing the license number to the USASMDC CO and the USASMDC
FDO.

{4) The Contractor is not authorized to release information, orally, visually, or documentary to
anyone not associated with this contract.

b. Reguirement for TEMPEST Analysis. N/A

c.  All questions regarding security requirements indicated herein will be referred to the Contract Technical
Monitor, if one is designated in Section H of the contract, or the Contracting Officer.





